Internet Browser Requirements for AIA’'s Sourcing platform

e The Ivalua application is engineered as a 100% Web application and is

device-agnostic as well as device independent. Ivalua application operates on all devices that support
the browser configurations below.

e Ivalua application does not require installation on the supplier's computing device.

e It can be accessed by using a Web browser such as Microsoft Edge (Chromium), Internet Explorer,
Firefox, Chrome or Safari, with no plug-ins required but with Javascript enabled.

e The certified browsers on the desktop include:

v" Edge (Chromium): the last 3 major releases
v' Chrome: The last 3 major releases
v" Firefox: The last 3 major releases

e Microsoft Office or other compatible suite is necessary on the device for managing Excel or Word
documents.

e The I-Valua application works directly on all standard installations of Microsoft Edge. In case
installations have non-default security settings (i.e., through Group Policies) administrators should
verify/secure the following options:

Security setting (Internet Options / Security tab)
 The application requires the use of JavaScript.
Confidentiality (Internet Options / Privacy tab)
« The application requires non-persistent cookies.
e Use the level "Medium-High" or lower.
= If you choose to configure advanced privacy settings, enable accept
Cookies.
Advanced settings (Internet Options / Advanced tab)
e Use HTTPS 1.2: Yes (recommended)
e Use HTTPS 1.2 through proxy connections: Yes (recommended)

¢ TLS: Yes



